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7.2 EXAPIY <)

Init_MatrixAPI

Genji API =##itd 5,

Release_MatrixAPI

Genji API % B%7 5.

GetVersionAPI

Genji API ON—2 3 VBB EIRT,

Dongle_Count

87 LPT/USB R — M IZEHSE ST 5 Genji &R T,

Dongle_MemSize

AEUSARXERT, (N4 F)

Dongle_Model

ETILESERTY.

Dongle_Version

N—23 VESERT,

Dongle_ReadData

1HZEBADNBEEBETOT—RTA—LENDT—REHEHAL,

Dongle_ReadDataEx

MEEALNBEEBETOT R T4 =L ENDT—REFHHRAL,

Dongle_WriteData

1EFBMONBEEBEFTOT—R2T4—ILRIZT—REZFETAL,

Dongle_WriteDataEx

MEBEE S NEBEFTOT 2T 14— L RT—2EFEAD,

Dongle_ReadSerNr

ST INBESEHZHAD,

Dongle_WriteKey

128 EvY FD TEARMEREEZEZTAL,

Dongle_GetKeyFlag

128 v h D TEA B HEA Genji ITEEAENTVEAERT 5,

Dongle_EncryptData

8NA bDT—ART0Ov Y % Genji ICES{ESE 5,

Dongle_DecryptData

8NA bDT—ART0Ov Y % Genji ICES{ESE 5,

Dongle_SetDriverFlag

BEE— K (HID/ RS54 NE—K) 2%ET5
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Dongle_CreateRSAKeyPair N
WNEBICRTFATRE

Dongle_LockRSAKeyPair EL RSO+ —RT70DEAD Y Y
Dongle_GetRSAPubKey EL WEBDIEE IS O AFREG
Dongle_EncryptDataRSA EL RERDIEE AFI# TS (API A ABR#E £ BE L TUE)

Dongle_DecryptDataRSA EL AERDIEEMZ# CE S (JLIEIX EL NE TEST

Dongle_DecryptDataTDES k1) 7L DES 1§51

Dongle_EncryptDataTDES b 1) 7L DES BE=1b

Dongle_WriteKeyTDES k1) 7L DES OEEEEDERE

Dongle_WriteKeyHMACSHA1 | HMAC(SHAL)D /XX D — RE&E

Dongle_ HMACSHA1 HMAC(SHA1)/\vy ¥ 2 fEQ S
Dongle_MemSize2 B2 AT YEFEOY 1 XRE
Dongle_WriteData2 T2 AT BEBEADERA
Dongle_ReadData2 B2 AT YHEELDDFA
Dongle_LockData AEYEEADEAHOY Y
Dongle_LockData2 F2ATYEEHADEAHAOY Y
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Dongle_ReadGUSN I;L MEA ID 5 ( Globally Unique Serial Number )&Z &34
Dongle_SetTimer BAR—DEEE— FRE

Dongle_StartTimer 24 < —BRh

Dongle_StopTimer B4 X—1=1E

Dongle_GetTimer RARX—HI Y NS
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7.4API T5—3—F

ELE# API Tl&. T5—OELERIE3I2HY FI, 1D(F PC A ELAIcaT Y REE5EZS
EFEIZRETHITT—TY, 228BIEZ ELREO IO I LINRI TS —, 3DBIE. BESEE
EETRLETHITT—TT,

1 8B o 3 — ® % 4 7 I& ELDongle::ERROR_TYPE::S4 ., 2 &# B &
ELDongle::ERROR_TYPE::SES. # L T 3 #E (& ELDongle::ERROR_TYPE::CRYPTO Txh
£,

ENENDAATOITS—2—FEUTORYIZRY FT,

1. ELDongle::ERROR_TYPE::S4 -1 »5 -199FMDIT S 31— F
2. ELDongle::ERROR_TYPE::SES -200F&HBTZa—1R
3. ELDongle::ERROR_TYPE::CRYPTO -300&F&&ETZ3—FK

BICHEZSATOWATNAE, API ORI IZ—a2—FK (BAH) 1. 2032044 7ongFnn
IR YET,

API H8 Y T5—BEOBERE, EFO—BEDT T —ESIHETHTI—XFETFOIAY
FEESRLTCEED,

{ELDongle::ERROR_TYPE::S4, S4_COMM_ERROR, -1%},
/** communication error*/

{ELDongle::ERROR_TYPE::S4, S4_PROTOCOL_ERROR, -1},

/** communication protocol error*/

{ELDongle::ERROR_TYPE::SES, ERR_USERCODE, -2%},

// invalid user code

{ELDongle::ERROR_TYPE::SES, ERR_DONGLE_LOCKED, -4},

// invalid user code

{ELDongle::ERROR_TYPE::S4, S4_UNSUPPORTED, -7},

/** the function isn't supported*/

{ELDongle::ERROR_TYPE::S4, S4_DEVICE_UNSUPPORTED, -7},
/** the request can't be supported by the device*/
{ELDongle::ERROR_TYPE::SES, ERR_LOCKED, -9%},

/** Key pair lock */

{ELDongle::ERROR_TYPE::SES, SES_REAL_TIME , -103},

/* read clock module error */
{ELDongle::ERROR_TYPE::S4, S4_NO_LIST, -253},
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/** find no device*/

{ELDongle::ERROR_TYPE::S4, S4_UNPOWERED, -503},
/** the device has been powered off*/
{ELDongle::ERROR_TYPE::S4, S4_INVALID_PARAMETER , -51}%,

/** invalid parameter*/

{ELDongle::ERROR_TYPE::S4, S4_DEVICE_BUSY, -523%,
/** the device is busy*/
{ELDongle::ERROR_TYPE::S4, S4_KEY_REMOVED, -53%},

/** the device has been removed */

{ELDongle::ERROR_TYPE::S4, S4_INSUFFICIENT_BUFFER, -547%},

/** the input buffer is insufficient*/

{ELDongle::ERROR_TYPE::S4, S4_GENERAL_ERROR, -553},

/** general error, commonly indicates not enough memory*/
{ELDongle::ERROR_TYPE::S4, S4_DEVICE_TYPE_MISMATCH, -563},

/** the device type doesn't match*/

{ELDongle::ERROR_TYPE::S4, S4_FILE_SIZE_CROSS_7FFF, -57%,

/** the execuable file crosses address Ox7FFF*/

{ELDongle::ERROR_TYPE::S4, S4_CURRENT_DF_ISNOT_MF, -583},
/** a net module must be child directory of the root directory*/
{ELDongle::ERROR_TYPE::S4, S4_INVAILABLE_MODULE_DF, -593},

/** the current directory is not a module*/

{ELDongle::ERROR_TYPE::S4, S4_FILE_SIZE_TOO_LARGE, -603},
/** the file size is beyond address 0x7FFF*/

{ELDongle::ERROR_TYPE::S4, S4_DF_SIZE, -61},

/** the specified directory size is too small*/

{ELDongle::ERROR_TYPE::S4, S4_FILE_NOT_FOUND, -62},

/** the specified file or directory can't be found */
{ELDongle::ERROR_TYPE::S4, S4_INSUFFICIENT_SECU_STATE, -63},

/** the security state doesn't match*/

{ELDongle::ERROR_TYPE::S4, S4_DIRECTORY_EXIST, -643},
/** the specified directory has already existed*/
{ELDongle::ERROR_TYPE::S4, S4_FILE_EXIST, -653},
/** the specified file or directory has already existed*/
{ELDongle::ERROR_TYPE::S4, S4_INSUFFICIENT_SPACE, -663},
/** the space is insufficient*/

{ELDongle::ERROR_TYPE::S4, S4_OFFSET_BEYOND, -67%,
/** the offset is beyond the file size*/

{ELDongle::ERROR_TYPE::S4, S4_PIN_BLOCK, -687},
/** the specified pin or key has been locked*/
{ELDongle::ERROR_TYPE::S4, S4_FILE_TYPE_MISMATCH, -693},
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/** the file type doesn't match*/

{ELDongle::ERROR_TYPE::S4, S4_CRYPTO_KEY_NOT_FOUND,

/** the specified pin or key cann't be found*/

{ELDongle::ERROR_TYPE::S4, S4_APPLICATION_TEMP_BLOCK,

/** the directory has been temporarily locked*/

{ELDongle::ERROR_TYPE::S4, S4_APPLICATION_PERM_BLOCK,

/** the directory has been locked*/

_70}1

_71}1

_72}1

{ELDongle::ERROR_TYPE::S4, S4_DATA_BUFFER_LENGTH_ERROR,

/** invalid data length*/

{ELDongle::ERROR_TYPE::S4, S4_CODE_RANGE,

/** the PC register of the virtual machine is out of range*/
{ELDongle::ERROR_TYPE::S4, S4_CODE_RESERVED_INST,
/** invalid instruction*/

{ELDongle::ERROR_TYPE::S4, S4_CODE_RAM_RANGE,
/** internal ram address is out of range*/
{ELDongle::ERROR_TYPE::S4, S4_CODE_BIT_RANGE,

/** bit address is out of range*/
{ELDongle::ERROR_TYPE::S4, S4_CODE_SFR_RANGE,

/** SFR address is out of range*/
{ELDongle::ERROR_TYPE::S4, S4_CODE_XRAM_RANGE,
/** external ram address is out of range*/
{ELDongle::ERROR_TYPE::S4, S4_ERROR_UNKNOWN,

/** unknown error*/

{ELDongle::ERROR_TYPE::SES, SES_PARA, -200%,

/* invalid parameter

{ELDongle::ERROR_TYPE::SES, SES_EEPROM, -201%,
/* write eeprom failed

{ELDongle::ERROR_TYPE::SES, SES_RAM, -202%,
/* ram out of range

{ELDongle::ERROR_TYPE::SES, SES_XCOS, -203%},
/* unknown error

{ELDongle::ERROR_TYPE::SES, SES_FILEID, -204%,
/* file not found

{ELDongle::ERROR_TYPE::SES, SES_FILE_ACCESS, -205%,
/* access file failed

{ELDongle::ERROR_TYPE::SES, SES_FILE_SELECT, -206%,

/* select file error */

{ELDongle::ERROR_TYPE::SES, SES_HANDLE, -207%,

/* invalid file handle

-74%,

_76}1

_77}1

_78}1

_79}1

_80}1

*/

*/

*/

*/

_73}1

_75}1

*/

*/
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{ELDongle::ERROR_TYPE::SES, SES_RANGE, -208%,

/* out of file range */
{ELDongle::ERROR_TYPE::SES, SES_FILE_SPACE, -209%,

/* SES no enough space to create new file*/
{ELDongle::ERROR_TYPE::SES, SES_FILE_EXISTING, -210%,

/* SES file ID has been used */

{ELDongle::ERROR_TYPE::SES, SES_KEYID, -211%,
/* key not found

*/

{ELDongle::ERROR_TYPE::SES, SES_KEY_ACCESS, -212%,
/* access key failed */

{ELDongle::ERROR_TYPE::SES, SES_SHA1, -213%,
/* hash failed

{ELDongle::ERROR_TYPE::SES, SES_RAND, -214%,
/* get random data failed

*/

{ELDongle::ERROR_TYPE::SES, SES_RSA, -2153%,

/* RSA calculation failed

{ELDongle::ERROR_TYPE::SES, SES_RSAVERIFY,-216},
/* digest signature verification failed */
{ELDongle::ERROR_TYPE::SES, SES_INVALID_POINTER, -217%,

/* invalid pointer
{ELDongle::ERROR_TYPE::SES, SES_INVALID_SIZE, -218%,

/* invalid size
{ELDongle::ERROR_TYPE::SES, SES_REAL_TIME_POWER, -220%,

/* the clock module has been power down */
{ELDongle::ERROR_TYPE::SES, ERR_INVALID_PARAMETER, -221%,

// invalid parameter
{ELDongle::ERROR_TYPE::SES, ERR_NOKEY, -222%,

{ELDongle::ERROR_TYPE::CRYPTO, RE_CONTENT_ENCODING, -300 },

{ELDongle::ERROR_TYPE::CRYPTO, RE_DATA, -301 3},
{ELDongle::ERROR_TYPE::CRYPTO, RE_DIGEST_ALGORITHM, -302 3},
{ELDongle::ERROR_TYPE::CRYPTO, RE_ENCODING, -303 3},
{ELDongle::ERROR_TYPE::CRYPTO, RE_KEY, -304 3},
{ELDongle::ERROR_TYPE::CRYPTO, RE_KEY_ENCODING, -305 3},
{ELDongle::ERROR_TYPE::CRYPTO, RE_LEN, -306 3},
{ELDongle::ERROR_TYPE::CRYPTO, RE_MODULUS_LEN, -307 3},

*/

*/

*/

*/
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{ELDongle::ERROR_TYPE::CRYPTO, RE_NEED_RANDOM, -308 3,

{ELDongle::ERROR_TYPE::CRYPTO, RE_PRIVATE_KEY, -309 3,
{ELDongle::ERROR_TYPE::CRYPTO, RE_PUBLIC_KEY, -310 3,
{ELDongle::ERROR_TYPE::CRYPTO, RE_SIGNATURE, -311 3,

{ELDongle::ERROR_TYPE::CRYPTO, RE_SIGNATURE_ENCODING, -312 },
{ELDongle::ERROR_TYPE::CRYPTO, RE_ENCRYPTION_ALGORITHM,

-313 3},

{ELDongle::ERROR_TYPE::CRYPTO, RE_PARAMETER, -314 3,

// error parameter

{ELDongle::ERROR_TYPE::CRYPTO, RE_MEMORY, -315 3,

// alloc memory failed
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7.6 ELA Genji API

EL APT Z##i{t L £,
ELAPI ZH UHIHTIC, BTHPHLTIESL,

int16_t Init_MatrixAPI()

0 TALh. O UAMF TS5 —

EL API ZB L £ 9,
ELAPI 2\ bo=5, BFTETEHLTLEIL,

int16_t Release_MatrixAPI()
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ELAPI ON—2 3 VB FEZRLET,

int32_t GetVersionAPI()

N=23 vEBED
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S THRESNIER—MIEBESNEELHEEZRLET,

int16_t Dongle_Count( int16_t PortNr );

OLlEnisEER—MZEFSINEELE , <0 (FT5—
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NA NBATELOBREATUBBOATIYA XERLET,

EL CEEEAE VBB L IERIIZE 2 A EYEHENH Y T3, Dongle_MemSize2 <
YA XERETEET,
int16_t Dongle_MemSize( int16_t DngNr, int16_t PortNr )

DngNr

PortNr

OLLETNA FEEDAEYH AR, <0 TTF—

E) T—274—LEHARXE 4 N MERDESH, T8 74— FEIE COBBORY ENS
HHTEFET,
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int32_t Dongle_Model( int16_t DngNr, int16_t PortNr )

ELN—RKRJxz7D/N—3 Y
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int32_t Dongle_Version( int16_t DngNr, int16_t PortNr )

ELDOAN— 3 VEES <0 TIT—
Bl
v2.4.4 THNIEL 0x00020404.
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6

int16_t Dongle_ReadData(int32_t UserCode, int32_t *Data, intl6_t Count,
int16_t DngNr, int16_t Port Nr)

UserCode

*Data
Count
DngNr

Port Nr

FHIAENET—2 T4 —ILFH, <0 TITF—

© w = o

BIZ[ET—274—ILEEM 3 LSIE, FINDEIT—FT(—ILEDT—2EHRHRAHET,

EL AQA—Ha—KRE—BLAITAIERYERA,

int16_t Count TIEE T HHLULDH A XA LITNIEHEYER A,

1 DDR—MIEHD EL NEBTES O R—FBEITNAT,. COSIMTEL DEEXEETIHENHYET .
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-d—o 10

int16_t Dongle_ReadDataEx(int32_t UserCode, int32_t *Data, intl6_t Fpos,
int16_t Count, int16_t DngNr, int16_t Port Nr )

UserCode

*Data
Fpos
Count
DngNr

PortNr

HHRAENTEZT—E2T4—ILRH. <0TII—

10 FIZIESBEDT—ET4—ILEDD, 3 DDT—FT4—ILREEFHALESIE, EENDETT—4T4—ILEDT
—REMBTEFET,

U EL ROI—Fa—RE—HBLAETIIERYEL A,

12 int16_t Count TIE T AHULDH A XA LZITHIEHEYEE A,

1B 1 DDR—MIEHD EL NEBTESO. R—FBEICNAT. COSIMTELDEEXEETIVNENHYET .
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int16_t Dongle_WriteData(int32_t UserCode, int32_t *Data, intl6_t Count,
int16_t DngNr, int16_t Port Nr)

UserCode

*Data

Count

DngNr

PortNr

EIAFENET—E2T4—ILF#H, <0 TITS5—

U BIZIETF—2T4—ILEEM 3 85E, B1ADEIT—H4T1—ILRICT—2EEEAHFT,

15 ELADI—Ha—FE—HBLETNIEEYER A,

16 int16_t Count TIETAHULDH A XALRITFNITHYER A,

17 1 DDIRN—FIEHD EL NEBTEDLH ., R—FEESIZNMA T, COSIMTEL DEEEZHRETILELHYET,
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ETAHKFET, 8

int16_t Dongle_WriteDataEx(int32_t UserCode, int32_t *Data, intl6_t Fpos,
int16_t Count, int16_t DngNr, int16_t Port Nr)

UserCode

*Data
Fpos
Count
DngNr

PortNr

EEFAFENET—E2T4—ILF#H, <0 TITS5—

18 Iz X, BEEAHERIBT DT —F2T4—ILED3, T—RT4—ILEEMN 3 H5E, EINSEST—H4T4—ILRIZT
—RAEEEAHFT,

19 EL RO I—Fa—RE—HBLAETIIERYEL A,

20 int16_t Count TIRET IHUL DY A XMW BITNIELRYEE A,

21 1 DDIR—MEHD EL NEE TEDEH. R—FEBEICMAT. COSIHTEL DB ELETETILEAHYET,
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ELOY U T ILBEEEFRHFAHETT,

int32_t Dongle_ReadSerNr ( int32_t UserCode, int16_t DngNr, int16_t PortNr )

UserCode

DngNr

PortNr

BEELOYVY 7ILES

2 EL AQA—Ha—RE—BLETNIERYER A,
28 1 DDIR—MIEHD EL NEBETEEEH. R—rEBICMAT. COSIMTEL DB ELHRETIVELHYET,
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int16_t Dongle_WriteKey( int32_t UserCode, int32_t* KeyData, int16_t DngNr,
int16_t PortNr )
UserCode

* KeyData

DngNr

PortNr

1 —G%%ﬁﬁﬁiyjo 1 u%—cla_o

24 EL HOA—HFa—RE—BLAIThIERYER A,
25 1 DDIR—MZIEED EL NEBE TED-0 ., R—FBEITMAT. COBIMTEL DBEEZIETEITILENHYET,
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int16_t Dongle_GetKeyFlag( int32_t UserCode, int16_t DngNr, int16_t PortNr )

UserCode

DngNr

PortNr

F—AEETHIHELIET, BELAEFAILO,
<0 Txo—

) 128 EW P TEAX—FELASFHARALI LRI TETERAN, COBRBTHEET DN E S &k
BIBLIFTEET, TRTONA A0 OTEAF—(E, OICHESNEAEYLGF—TT,

26 EL AQA—Ha—RE—BLETNIERYER A,
2T 1 DDR—MIEHD EL NEBTEEEH. R—rEBICMAT. COSIMTEL DB ELIHRETIVELHYET,
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int16_t Dongle_EncryptData( int32_t UserCode, int32_t* DataBlock, intl6_t
DngNr, int16_t PortNr )

UserCode

*

DataBlock
DngNr

PortNr

1 CHsh, 1 U TTT—

28 EL HOA—Ha—RE—BLAIThIERYER A,
29 1 DDIR—MZIEED EL NEBE TED-0 . R—FBEITMAT. COBIMTEL DB EZIETEITILENHYET,
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int16_t Dongle_DecryptData( int32_t UserCode, int32_t* DataBlock, intl6_t
DngNr, int16_t PortNr )
UserCode

*DataBlock

DngNr

PortNr

1 CHsh, 1 U TTT—

30 EL AQA—Ha—RE—BLETNIERYER A,
31 1 DDIR—MIEHD EL NEBTEEEH. R—rEBICMAT. COSIMTEL DB ELIRETIDELHYET,
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int16_t Dongle_SetDriverFlag( int32_t UserCode, int16_t Mode, int16_t DngNr,
int16_t PortNr )
UserCode

Mode

1 CHsh, 1 U TTT—
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int16_t Dongle_SetLED( int16_t mode, int16_t dNr, int16_t PortNr );

1 —GJﬁIon 11’)\%[3:13_
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int16_t WINAPI Dongle_GetRand( int32_t UserCode, int16_t siz, unsigned char*
pRand, int16_t dNr, int16_t PortNr )
UserCode
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int16_t Dongle_GetTime( int32_t UserCode,struct tm* stime, int16_t dNr, int16_t
PortNr )
UserCode

nTime

dNr

PortNr

1 THTh, 1 UAMET 5 —
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EL ®EH ID Ex#3( Globally Unique Serial Number )& #:A T

GUSN EN—RIz7ICHARAENTNSID T ELEITEERLE A,
Dongle_ReadSerNr TE§9d 5> ) 7ILESIE At API AEIYHTTVWEESTT,
MEFESLCERYET, EHIDICIE GUSN ZEBAIBTIEIL,

int16_t Dongle_ReadGUSN(int32_t UserCode, unsigned char* gSN, int16_t dNr,
int16_t PortNr)

UserCode

gSN

dNr

PortNr

1 THY, 1UNFTS—
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int16_t Dongle_MemSize2(int16_t dNr, int16_t PortNr)

dNr

PortNr
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int16_t Dongle_ReadData2(int32_t UserCode, unsigned char* data, uintl6_t pos,
uintl6_t len, int16_t dNr, int16_t PortNr)

2 AT EEOY A XL Dongle_MemSiz2 THETEET, TOEBOEBDLEL D
FEEOREIONA T —R E5HAAFET,

UserCode

data

pos

len

dNr

PortNr

>0 THARAET—4 &, >0 LSNETT—

41



52 A EEEADERA

int16_t WINAPI Dongle_WriteData2(int32_t UserCode, unsigned char* data,
uintl6_t pos, uintl6_t len, int16_t dNr, int16_t PortNr)

2 AT EEOY A XL Dongle_MemSiz2 THETEEY, TOEBOEBDLE D
FEEOREIONA T —R25EEZAHAFET,

UserCode

data

pos

len

dNr

PortNr
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int16_t Dongle_LockData(int32_t UserCode, BOOL blLock, uint32_t lockKey,
int16_t dNr, int16_t PortNr)

EBAHFAYTTBIET, ATVEHADEAANTERVNESIZRYET,

UserCode

bLock

lockKey

dNr

PortNr

1 THY, 1UNFTS—
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int16_t Dongle_LockData2(int32_t UserCode, BOOL blLock, uint32_t lockKey,
int16_t dNr, int16_t PortNr)

EBAHFAYITBIET, ATVEHADEAANTERVNESIZRYET,

UserCode

bLock

lockKey

dNr

PortNr
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int16_t WINAPI Dongle_SetTimer(int32_t UserCode, int16_t mode, int16_t dNr,
int16_t PortNr)

BAX—IF CPU DA TURTDH 64EY NATYATY, hUUARfESE CPU BREMN S
REREEZIMETEET., ELAEFBICEBELTVD L EOAFAARETT,

UserCode

mode

dNr

PortNr

1 THzh, 1 UAMET 5 —
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int16_t WINAPI Dongle_StartTimer(int32_t UserCode, intl6_t dNr, intl6_t
PortNr )

UserCode

dNr

PortNr

1 THY, 1UNFTS—
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BAI—DHIUR—IE, 64 CPU 444~ )LT128EMLES, ELD Ver 2.3.6 ® CPU
BEREIE 24MHz TY, COEH, AT UE—01 DK 2.7u IZAEHL L F T,

1*64/24000000 =~ 2.7y

ATAMN 0 > DWOD DRKfE OXffffff (2742 D(E (DWORD EAA—/NT70O—F
50(%) #3.21 & TY,

Oxffffffff*2.7/1000000/3600 = 3.21 hours

int16_t WINAPI Dongle_GetTimer(int32_t UserCode, uint32_t* dwCount, intl16_t

dNr, int16_t PortNr)

UserCode

dwCount

dNr

PortNr

1 T, 1UNFTS—
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int16_t Dongle_StopTimer(int32_t UserCode, int16_t dNr, int16_t PortNr)

UserCode

dNr

PortNr
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. BEFELET,

int16_tDongle_CreateRSAKeyPair( int32_t UserCode, intl6_t idx, intl6_t dNr,
int16_t PortNr)

UserCode

idx

dNr

PortNr

1 THzh, 1 UAMET 5 —
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RSAF—R7ESEZHEELT. TOEFITH L THF—RTEERTETLEVELSICOY I LE
Y. AV I RERFICHEIIRESLELD 328y MIERELET., A v JVHBIRICIERE CHREEE
FEEELZTNERY FE A,

int16_t Dongle_LockRSAKeyPair( int32_t UserCode, intl6_t idx, BOOL bLock,
uint32_t lockKey, int16_t dNr, int16_t PortNr )

UserCode

Idx

bLock

lockKey
dNr

PortNr

1 THY, 1UNFTS—
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BERZED RSAXF—R7OARBEIRELET,

int16_t Dongle_GetRSAPubKey( int32_t UserCode, int16_t idx, unsigned char*
modulus, int16_t* modulus_len, unsigned char* exponent, int16_t*
exponent_len, int16_t dNr, int16_t PortNr )

UserCode

Idx

modulus

modulus_len

exponent

exponent_len

dNr

PortNr
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MEEELTAD, IVE1— 2 AICRENMEBETVET,

int16_t WINAPI Dongle_EncryptDataRSA( int32_t UserCode, int16_t idx,
unsigned char* plainText, int16_t plainTextLen, unsigned char* cipher, int16_t*
cipherLen, int16_t dNr, int16_t PortNr )

UserCode

idx

plainText

plainTextLen

cipher

cipherLen

dNr

PortNr
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int16_t WINAPI Dongle_DecryptDataRSA( int32_t UserCode, int16_t idx,
unsigned char* cipher, int16_t cipherLen, unsigned char* plainText, int16_t*
plainTextLen,

int16_t dNr, int16_t PortNr )

UserCode

Idx

Cipher

cipherLen

plaintext

plainTextLen

dNr

PortNr
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int16_t WINAPI Dongle_WriteKeyTDES(int32_t UserCode, unsigned char* key,
int16_t dNr, int16_t PortNr)
UserCode

key

1 THY, 1UNFTS—
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int16_t WINAPI Dongle_EncryptDataTDES( int32_t UserCode, unsigned char* iv,
char*plainText, int16_t plainLen, char*cipher, int16_t* cipherLen, intl6_t dNr,
int16_t PortNr)

UserCode

plainText

plainTextLen

cipher

cipherLen

dNr

PortNr
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int16_t WINAPI Dongle_DecryptDataTDES( int32_t UserCode, unsigned char* iv,
char*cipher, int16_t cipherLen, char*plain, int16_t* plainLen,
int16_t dNr, int16_t PortNr )

UserCode

cipher

cipherLen

plaintext

plainTextLen

dNr

PortNr
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int16_t WINAPI Dongle_WriteKeyHMACSHA1(int32_t UserCode, unsigned char*
key, int16_t dNr, int16_t PortNr )

UserCode

key

1 THY, 1UNFTS—
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int16_t WINAPI Dongle_ HMACSHA1(int32_t UserCode, char*plainText, int16_t
plainTextLen, char*hash, int16_t* hashlLen, int16_t dNr, int16_t PortNr )
UserCode

plainText

plainTextLen

hash

hashlLen

dNr

PortNr
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